Community  resources 

Follow  us  on  Twitter  Check  our  Reddit  Twitter  this  Digg  this  page  Contact  us  on  IRC 
courage  is  contagious 

Viewing  cable  06MOSCOW9482, 

If  you  are  new  to  these  pages,  please  read  an  introduction  on  the  structure  of  a cable  as  well  as  how  to  discuss  them  with  others.  See  also  the  FAOs 

Understanding  cables 

Every  cable  message  consists  of  three  parts: 

• The  top  box  shows  each  cables  unique  reference  number,  when  and  by  whom  it  originally  was  sent,  and  what  its  initial  classification  was. 

• The  middle  box  contains  the  header  information  that  is  associated  with  the  cable.  It  includes  information  about  the  receiver(s)  as  well  as  a general  subject. 

• The  bottom  box  presents  the  body  of  the  cable.  The  opening  can  contain  a more  specific  subject,  references  to  other  cables  (browse  bv  origin  to  find  them)  or 
additional  comment.  This  is  followed  by  the  main  contents  of  the  cable:  a summary,  a collection  of  specific  topics  and  a comment  section. 

To  understand  the  justification  used  for  the  classification  of  each  cable,  please  use  this  WikiSource  article  as  reference. 

Discussing  cables 

If  you  find  meaningful  or  important  information  in  a cable,  please  link  directly  to  its  unique  reference  number.  Linking  to  a specific  paragraph  in  the  body  of  a cable  is  also 
possible  by  copying  the  appropriate  link  (to  be  found  at  theparagraph  symbol).  Please  mark  messages  for  social  networking  services  like  Twitter  with  the  hash  tags 
#cablegate  and  a hash  containing  the  reference  ID  e.g.  #06MOSCOW9482. 

Reference  ID  Created  Released  Classification  Origin 

Q6MOSCOW9482  2006-08-30  12:24  201 1-08-30  01:44  CONFIDENTIAL  Embassy  Moscow 
Appears  in  these  articles: 
http://www.novgaz.ru/data/201 1/004/1  l.html 

VZCZCXRO0545 

00  RUEHDBU  RUEHFL  RUEHKW  RUEHLA  RUEHROV  RUEHSR 
DE  RUEHMO  #9482/01  2421224 
ZNY  CCCCC  ZZH 
0 301224Z  AUG  06 
FM  AMEMBASSY  MOSCOW 

TO  RUEHC/SECSTATE  WASHDC  IMMEDIATE  1323 

INFO  RUEHZL /EUROPEAN  POLITICAL  COLLECTIVE  PRIORITY 

RUEHXD / MOSCOW  POLITICAL  COLLECTIVE  PRIORITY 

RUEKJCS/ SECDEF  WASHDC  PRIORITY 

RHEHNSC/NSC  WASHDC  PRIORITY 

RHEBAAA/ DEPT  OF  ENERGY  WASHDC  PRIORITY 

RUCPDOC / DEPT  OF  COMMERCE  WASHDC  PRIORITY 

CONFIDENTIAL  SECTION  01  OF  03  MOSCOW  009482 

SIPDIS 

SIPDIS 

DEPT  FOR  EUR/RUS  WARLICK,  HOLMAN,  AND  GUHA 
DEPT  FOR  EB/ESC/IEC  GALLOGLY  AND  GARVERICK 
DOE  FOR  HARBERT/EKIMOFF 

DOC  FOR  4231/IEP/EUR/JBROUGHER  NSC  FOR  GRAHAM  AND  MCKIBBEN 
E.O.  12958:  DECL : 08/29/2016 
TAGS:  EPET  ENRG  ECON  PREL  LH  RS 

1.1.  (C)  Summary:  As  is  often  the  case  in  Russia's  relations  with  its  neighbors  and  former  Soviet  comrades,  Moscow's  decision  to  shut-off  crude 
FIRST  THE  REVENGE . 

12 . (C)  In  the  wake  of  the  cutoff  of  Russian  oil  through  the  Druzhba  pipeline  to  MN,  we  spoke  to  Shawn  McCormick  (protect),  TNK-BP's  government 

13.  (C)  In  August  22  conversations  with  Emboffs,  Gintautus  Siulys  and  Mini jus  Samuila  of  the  Lithuanian  Embassy  characterized  the  shutdown  of  t 

COMMERCIAL  CONSIDERATIONS  . 

14 • (C)  Over  the  last  several  years,  Russia  has  adopted  a policy  of  avoiding  export  across  transit  states.  Lukoil's  Gaidamaka  offered  a pretty 

15.  (C)  Over  the  past  several  years,  the  GOR  and  Transneft  have  taken  several  steps  to  reduce  the  power  of  the  downstream  traders  and  have  virt 

16.  (C)  With  piped  oil  stopped,  rumors  were  rife  that  the  Kremlin  might  "order"  Russian  shippers  to  stop  tanker  cargoes  from  Primorsk  to  Butinc 

TRANSNEFT  AND  MFA:  FIXES  ARE  COMING,  BUT  CAN'T  SAY  WHEN . 

17.  (C)  When  we  talked  to  Transneft  this  week,  our  contact  stuck  to  the  company's  public  line  that  shipments  to  Lithuania  are  a casualty  of  the 

COMMENT  . 

18.  (C)  Given  the  history  of  this  pipeline  and  MN,  it  is  not  surprising  that  revenge  appears  to  be  playing  a significant  role  in  the  process  of 

19.  (C)  How  this  will  all  unwind  is  still  not  clear.  The  MOSCOW  00009482  003  OF  003  Rosteknadzor  report  will  come  before  too  long,  and  repairs 


